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l“om]al  specification and analysis of rcquimnrmts  continues to gain suppor4  as a method
for ])roducil)g  more rcliahle  software. IIowcvcr,  the il)troductioll  of forma] mctho(ls  to a large
software project is difficult, clue in part to the unfamiliarity of the spccificatio  J) languages
al)d t)Ic lack of graphics, ‘J’])is  pa,pcr  rcpor-ts  results of an invcstig;ation  into the cflcctivcncss

of formal methods as an aid to the rcquircmcnk  ana lys i s of cri t ical ,  systcm-lcvc]  fault-
]Jmtcctioll soft,warc  01] a spacecraft currclItly ullclcr dcvc]oplncnt. Our cxpcricncc inc]icatcs
that formal  specification and analysis can  cnllancc  the accuracy of ilIC rccluirclncnts  ancl add
assurance prior to design dcvclopmcnt  in this clon~aill.

q’lIc  work dcscribcd  here is part of a ]argcr,  NA SA-fundcxl  research project WIIOSC purpose
is to usc forma]-methods techniques to improve ihc quality of software in space applications
[2]. ‘1’hc dc,nonstration  project dcscribcd here is part of the cfl’ort to cva]uatc cxpcrimcn-
tally tllc cflcctivcl)css of s[l~>~)lcl-]lcl)tillg  t radi t ional  c]lginccring  approacl)cs  to rcc]uircnrcnts
s])ccificatioll  with the more rigorous specification and alla]ysis  avai]ab]c with forJnal  methods.

‘1’lIC  approach taken in this i]]vcstigation  was to:

1. ~clcct the application domain. ‘J’hc pri]nary  criteria WCJ’C, frl”st, to sc]cct poJ’tions  of  t]lC

?’cq?Ii?Y?IIc?lk  Of al-r ]a~gC,  cmbcddcd  SOftWa~C  pI’Oj CCt CUJTCJlt]y UJ]dCJ’ dCVC]O])IllCllt,  ZJIIC1,
secondly, to select sa~ety-criiical  sojtmrre, Jilcaning’  that  its failure coulcl  jeopardize tl)c
spacecraft systcm  or mission 1. ‘J1hc sc]cctcc] applications were the rcquircmc~lts  for
})ortions  of the Cassini  spaccxxaft’s  sysicm-]cvcl  fault-protection software.

* First  author’s mailing address ;S l)ept. of Computer Scic~lce,  lowa State University, AIIICS,  IA 50011.
‘J’lIc  research  described in this pa~)er was carried out by tllc Jet I’repulsion I,at)oratoryl California lr(stitute
c)f ‘J’echno]ogy,  under a contract with NASA.

tSccorld ~Llt]lor’s  rl)ailir)g  ad(lrcss  is s~)ace Statiorl Systcrns ])jvjsjon,  NII;~ corporation,  4035 ]kebe-c]lo,
Tvlidc)ri-ku,  Yokohalna 226, Japarl. ‘1’his  work was ~)crforrncd  wlli]c  the author was a. visiting researcher at
Jet l’repulsion laboratory, }’asadena, CA 91109.

1 our usc of the term “safety-critical “ is consistent with the NASA SojluIarc  Sajcty Siandard  [5], but
diflcrs slightly from the spacecraft project’s definition.
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Mo(Ic1 tlIc  sclcctcd app l i ca t ions  using ol>jcct-oric~lt~$i, (liaglallls.  ‘J’IIC O b j e c t -o rj C 1 lt c (]
ll-Iodcli  IIg tool  usd in this wcmk was l’aradigIn  1’lus, a]] iII-]l>lcIIlcl~tatiol]  of OM’J’,  tl]c
Object  Modclillg; ‘J’cchniquc [6] 2 . ‘1’his  effort built on earlier work in this research
~)rojcct  in w h i c h  OhflrJ’ diag;ralns  wcxc fou])d to bc a uscfu]  complcmcllt  to f o r m a l
s])cc,ification  in a rcvcmc-cllginccri  llg application [1 ]. Our work differs i]) tl]at wc a.])plicd

Oh4’J’  to software currcIIt,ly  iII the process of Lcing  clcwclopcd,  with forlna]  proofs as
well as formal specifications bcinp;  crcatcd,

1 )cvclop forma] specifications, ‘J’hc  forlnal  spec i f i ca t ion  lal)guagc USCCI ill this s~udy
was that of I’VS,  the l)rototy})c  Verificatio)l  Systeln [8]. I’VS  is an intq;ratml cllviron  -
Incl It for (Icvclopil)g;  and allalyzil)g; formal  s~)ccificaiions  inducting support, tools a,~l(] a,
tllcol’e]  n pl-over.

1 ‘rove rccluirecl properties. Wc dctcrmincd  properties that must }Iold for the target
software to bc IIazarcl-free and function  corrcct]y,  spccificd tl)cm ill 1’VS as lcmlnas
(claims), and proved or disproved Lhcm using  the in.tcractivc  theorem-prover.

F’cxclback  rcsu]ts  to the l’rojcct. IIccausc  wc were analyzing rcquircmcnts  tl)at were
st i l l  Lcillg  upda ted ,  })art of  our task was to keel) currcmt  wit}l tlIc  cl]angcs  allcl  to
proviclc  timc]y  feedback to the l’rojcct  as tlIcy  rcsolvcc]  the remaining rcquircmcmts
issues and bcp;an dcsig;n  dcvclopnc]it.

‘J’hc  cxpcrimcnt  dcscribccl  lIcrc  producccl  25 pa?;cs  of I’VS  specifications al]cl 15 pages of
0h4’J’ diagralns. 37 lemmas were spcxificcl. Of t}lcsc, ’21 were provm  to Lc true and 3 were
d i sp roven .  AI I aclditiona]  13 lcln]nas  were stated }:)ut IIot provcm. l’ivc  of tllcsc unproven
lcll)lnas  were obvicms]y  true froln  the formal  spccificatiol]s; foul’ Were out of tllc Scope of
our al)plication;  ant] four remain to bc provcII, ‘J ‘l~c ]cm In as that were proved were claims
or challenges which  must bc true if the specifications arc accurate ailcl  the rccluircmcnts  arc
Ilazard-free.

‘J’lIc  lclnmas were cliviclccl  into three catcgorics: rcclui  rcmcl its- met, safct y, an c1 livcllcss
~)rol)c:rtics.  l{cq~lircll~c~lts-]~~ct  ]clnmas  t r aced  the  clocumcntcd  rcquircmcnts  to the forma]
spmificaticn)s. lror cxarnp]c,  a doculnc]]tcd  rcquircmcllt “ I f  a rcspoIIsc  can bc iI)itiatcd  by
II IOre tl)an OIIC monitor, each monitor shall  il)clucle an enable/clisablc mcchanis)n”  IC C] to
a lc)nlna.  dcmoI)strating  that  the specif icat ions sat isf ied tl)is  rccjuircmcnt.  Wc provccl  or
dis})rovcx]  ] (1 SUC}I rcqLlirclllcIlts-I13ct ]cmmas.

Safety properties were ‘fshall-)lot’)  clai]ns, which can  bc stated informally as ‘tnot})ing
bad cvcv happens [9] .” l’;xamp]cs  arc, ‘(rJ’lIC software shall not activate ally rcs~)onsc tl)at
is not requested by a Inonitor” and ‘( ’J’hc rcs])oIIsc shall not change the instrument’s status
duril]g a critical scqucncc  of commancls.  ” Wc were able to prove 7 such safety propmtics,
adding  assurzmcc  that the software did not introduce l)azards  into  t})c systcln.

I,ivcIless  ~)ropcrtics  dcscribccl  the positive aspects of the correct bcllavior  of the software:
‘(somcthillg  good  cwcntual]y  happcms  [9]  . “  l’;xalnp]cs  arc, ‘ (If a response has the highest
priority among  tllc candidates and dots not finish in the currcI1t  cycle, it will bc active ill
the next cycle” and “If the response occurs during  a non-critical SCqUCIICC  of coInn3aIlds,

21’aradigtn }’Ius is a registered trademark of l’rotosoft, inc.
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tllcll  tlIc  iIIstruIIIcIIt is tuHIcxl on. ” W C prod 7 SUCII livcl)cxs properties, addilig  assu rance
tl)ai 1]0 IIiddcn  assumptio]]s  were required for tl]c  software to ful]ctioll  correctly.

‘J’llc rcsu]ts obtaincxl  froln  tl)c  specification and analysis (inclucli]l,g  JIroofs) of tllc rcquirc-
mcllts  were of two  t,ypcs: issues foullcl  in tlIc  rcquirclncnts  and an cvaluatioll  of ilIc  process
itself.

A

●

●

●

total of 37 issues wcrc found in t}lcrcclllirc~llcl)ts. ‘J’llcsc  wcrccatcgorizccl  as follows:

llnclocumcntcd  assumptiol)s: 11. ‘J1hc formalization of the rccluirclncnts  rcvca]ccl  sev-
eral assumptions that were not cxp]icit  in the documclltation.  An cxalnple  of such all
aSSUi Tlpti  Oll is, ‘<if the spacecraft is in a critical attitude, then the software is executing
a ‘critical scqucncc  of comlnands,’) l“rcqucnt]y,  tl)csc assumptions involved intcrfacc
issues bctwccn software modu]cs  or subsystclns , historically a frcquc]lt  source of errors
that ~)crsist until systcln  testing [4]. III almost every case, the IIiddcm assuln])tion  was
Curl’cntl  y Col’rcct , llowcvcr, several  assumptions mcritccl clocumcntation,  cspccial]y
since future cha,ngcs can  illva]iclatc  currcl)t  assumptions.

llladcquatc  rcquircmcnts  for off-nominal or boundary cases: 10. ‘J’hcsc issues usually
involved unlikc]y  scenarios in which a prc-con(lition  could bc false.  Wc often l]acl to
consult spacecraft cl)ginccrs  to know whct,hcr  such boul]c]ary  cases were crcdiblc.  For
cxamp]c, the case in which several lnollitors  wit]) tl)c  same ~)riority  level clctcct  faults
ill tl)c sarnc cycle was not c]cscribcd. IIy collcrctcly  s~)ccifyillg tllc ~)ossibility  o f  off-
IIolnil)a]  sccllarios, the forma] analysis  can  contribute acldcd  robustl]ess  to tl)c  systcln.

‘J’raccaLility  and illcollsistcncy:  9. ‘J’hcsc issues il]cludcd lack of traceability bctwccn
tl)c  high-lcvc]  rcquimncmts  and low-level rcquircmcl]ts, as W C]] as illconsistcncy  bctwccl]
tl)c software rcquircment,s  and the design  of subsystclns.  h!lal]y of these issues were
sigllifica,l)t in that they could aflcct both tl]c  logic ancl the correctness of t}lc formal
sl)ccificatio))s. An example is that although the higl]-lcvc]  rcquircmcl]ts assulnc  that
lnultip]c  detections of faults occuring withi]l  the rcspolJsc  time of t,hc first fault clctcctcd
arc sylnptoms  of the c)rigina] fault,  the lower-lcwc] rccjuimncnts  (corrcct]y) cancc]  a
]owcr-priority  fault rcspoIIsc  to hancl]c  a IIighcr-priority  rcspo]]sc.

lml)rccisc  terlninology:  6, ‘J’hcsc were documentation issues , frccjucl]t]y  involving syn-
onyms or rclatccl  terms. q’hc definition  of ty~)cs in I’VS cnforcccl  their rcxolution.

1,ogical error: 1. ‘J’hc logical error involvcc] the hanclling  of a rmjucst for scrvicc from a
l])onitor  in the case that a higher-priority request occurrccl. ‘J’hc (jucstioll  as to wllc:thcr
sucl) a rcqllcst  COUICI face st, arvatioll  was first raised cluri]]g the initial close reading.
‘J’hc forlnalization  of the issue as a lcmlna,  which could be disproven providccl  insight
al)d certainty.

‘J’l)c  evaluation of the process wc used  to sl)ccify  ancl allalyzc the rcc~uirclncnts  lcd us to
tllrcc col]clusions:

1. (Jsing objcci-oricnled m o d e l s . l’or the targci  applications, object-oriented modclil)g
Ofrcrcd  scvcra]  advantages as an initial stc}) ill dcvclopil]g  forlna]  specifications. l“irst,
the object-oriented Inodcli)lg  dcfil]ccl  the boundaries ancl i]ltcrfaccs of the cnnbcdclccl
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soft, wa,rc a~)~)]jcations  at tllc ICWC1 of abstractiml  choscm as appropriate by tl]c  spccificm.
in additiol],  the moclcling  offered a quick way to gain  lnulti~)]c  perspectives o]] the
mquircvncmts.  l~il)ally, t,hc g r a p h i c a l  d i a g r a m s  scrvccl as a fra]nc upon  wllic})  to base
tllc subsequent  forlna]  specif icat ion and .guiclcx]  the steps of its dcweloplncmt.  Sillcc
the elmnmlts  of the diagramlnatic  mode]  oftcm lnap~jcd  in a straig;lltforwarcl  way to
clmnmlts of the formal specifications, this rcduccd the effort invo]vcd  in proclucing;  an
initial formal specification. W C also found that the object-oricntcxl models clid not
always rcprcscl]t  tl]c  “wily,” of the rcquircmcILs,  i.e., the underlying il]tcnt  or strategy
of tllc soflwarc. in contrast, tllc formal s~)ccification  oftcm clearly rcvcalcd  the intent
of tllc mquimncnts.

2. (Jsirtg  jorr7ial methods jor rcquircntcnts  analysis . lJnlikc  earlier work in t})is  mscarch
~)rojcct  on software in w]]ich the rcquirclncnts  were very matum and stable  and the

formal specification cmtai]cd  mvcmc cmgincming  (Space Shuttle’s Jet %lcct Subsystcln),
tllc w o r k  01] Cassilli’s  fault  -}notcction  subsystc]n  a n a l  yzcd  rcquircnlc~lis  at a muc]l
earl ier  }Jl]asc of clcvclop~ncmt. ~onscqucntly,  the rcquimncllts  that wc allalyzccl  were
known  to bc ill flux, wit]] several key  issues still being worked (c.g,, ti]nil]g clctails,
nu]nbcr  of priority lCWCIS). A negative cf~cct of tl]c  lack of stability was that time was
sl)cmt  stayillr;  c,urrcnt  wit}]  cl)allgcs.  A positive cfrcct  was that issues iclcmtificc]  during
our a.llalysis could Lc readily fcd back into  tllc dcwclopmcnt  process before the clcsign
was fjxcd,

Wc were collccmlcd  as to whether it was a waste of time to formally specify rcc]uircmcmts
whi]c  they were still  likely to cl)a.ngc. @tainly,  tl]crc was illcfficicncy  ill r ewr i t ing
specifications to conform to changes t,llat occurred duril)g  t}lc  cxpcrimcmt.  JIowcvcr,
based  on our cxpcricncc with tl]is  trial project, tllc forlnal  specification of ul]stablc

rcquircmm)ts had the following a.clvantagcs:

● 1,a,id t hc foul)  dation  for future work.

● Allowed ra,pic]  review of proposccl  cllang;cx a.nc] altcrllativcs.

● ~larificd rcquircmcn)ts  issues still bcillg  worked by clcvati~lg  unclocumcu]tcd  con-
cm’ns to c]car, objcctivc!  di]c]nlnas.

●  ~olnplcmcntccl  L1)C IOWCY-lCVCI  11’MI’;A (1~’ailure  h40dcs  al)cl  l;ffccts A1]alysis)  al-

rcacly being pcrfomccl  on the software, Ly provicli)g  highcx-lcvc]  verif icat ion of
systcln  properties,

●  Acldcd coIIfidcIIcc  i]) tlIc  adequacy  o f  t,hc rcquirclncmts  tl]at }Iad bccll  a n a l y z e d
usinp;  forma] lllCthOCIS.

ltusllby’s  rcccnt study of formal lnc.thcx]s for airborllc systems rcac.hec{ the silnilar but
CVCI] strongm conclusion] that forma] methods can  bc lnost  cffcctivcly applied early in
tl]c  lifccyclc  [7].

3. (Jsing formal  7ndhods  jor sajcly-criiical  sojlwam  l’or a safety analysis it is ilnportant
to cmsurc that a hazardous situation  CIOCX not occur, as WC:ll as tl]at the correct behavior
C1OCS occur. l’ault q’rcc A1lalysis,  which backtracks fro~n a, llazarcl  to its possible causes,
is o~lc Incthod  USCCI for this kind of hazarc]s  al]alysis  [3]. IIOWCVCT,  unlike formal Inet}locls
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of s~xcific,ation  amcl ]Jroof, I“ault  ‘J’rcc  Analysis is an inforlnal  lnct]lod  whic,l]  in practice
JJcrlnits  aInl.Jiguous or inadequate descriptions.

l“orlna]  lnci,lIods  hcl~ml  us fi]ld hazardous scenarios by forcing us to s}]ow every colI-
ditio]]  WICI prompting us to define IICW ,  LIIIClOCllI1-ICIlt(:Cl  assulnptions. ‘1’hc ~)rocms  o f
clcwcloping formal specifications a.lld  ~)roofs  triggered us to think  about  tllc full rallgc
of cases, some of which were unanticipated,

II] conclusion, one of the goals of the larger research ~)rojcct  withil)  wllic}l  tl)is  invcs-
tig;atioll  was pcrfor] necl  is to evaluate tllc effectiveness zutd practica~iiy  of formal methods
for  cmllalicing  the dcvclopmcn]t  procms  a]]cl the rel iabi l i ty  of  the cnd procluct.  our lnaill
contributions to this work in the Gssini  demonstration project llavc  been:

● A~)plying  forlnal  methods to the software rcquircmcllts  analysis of a project currently
uIldcr dcvclopmcni,

● lJsing;  object-oricntcc] diagrams to guide the formal  specification of software rcquirc-
m!nts,

● l“orlnal]y  specifying and proving a set of properties cssclltial for the correct ancl hamrd-
frcc behavior of the software, and

● 1 )clnonstratil]g  that formal mcthocls  can  be uscc] to specify and analyze an application
involving mfcty-critical  software.
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